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FileMaker Server 13.0v5 Updater Release Notes

Softwaredescription

This software updates versions 13.0v4 of FileMaker Server to version 13.0v5. If you are running version 13.0v1l
or 13.0v2, you must first update to version 13.0v4 before applying this update. For instructions on running the
updater, see “Updater Instructions” below.

Software details
FileMaker Server 13.0v5 includes security updates, updates to third-party components, and bug fixes.

FileMaker Server 13.0v5 also adds support for OS X Yosemite version 10.10. To upgrade your operating system,
FileMaker recommends that you uninstall FileMaker Server, then upgrade your operating system, then use the
FileMaker Server 13.0v5 installer.

Security updates

e Installers and updaters are digitally signed for installation on OS X 10.9 and 10.10.

e Added support for additional security certificates from supported SSL vendors. See FileMaker Knowledge
Base answer 11413.

e Addressed an issue that could have allowed a man-in-the-middle attack to force FileMaker Server to use
a less secure cipher.

e (OS X) Disabled SSL 3.0 in the Apache web server used by FileMaker Server. SSL 3.0 has a known
man-in-the-middle attack vulnerability referred to as “Padding Oracle on Downgraded Legacy
Encryption” (POODLE).

e Addressed an issue where configuration files could be accessed from remote machines.

e Because of a possible security exposure, the XML and PHP web publishing technologies are disabled by
default. To enable these technologies, you should have a valid digital certificate installed. If you do not
have your own signed certificate or if you are using the standard FileMaker certificate, then do not
enable these technologies.

e Enhanced the security of browser cookie settings for FileMaker WebDirect.

e Updates to third-party components listed below contain security enhancements and fixes.

Updates to third-party components

FileMaker Server 13.0v5 includes updates to the following third-party components:
e Java 7 version 71. Note: If you have an unsupported version of Java installed, uninstall it before
running the updater software. See FileMaker Knowledge Base answer 13465.
e Tomcat Apache version 7.0.55
e PHP 5.5.16 for Windows, PHP 5.5.14 for OS X Yosemite version 10.10, PHP 5.4.24 for OS X Mavericks
version 10.9, and PHP 5.3.28 for OS X Mountain Lion version 10.8
e OpenSSL 1.0.1i

Bug fixes

e Addressed an issue where a server would not be listed in the FileMaker Pro Upload to Server dialog box
if the server was not hosting any open files.

e Addressed an issue where using the Send Mail [Send via SMTP server] script step within a server-side
script could generate an incorrect time.

e Addressed an issue in Custom Web Publishing where a PHP edit command could fail because the pre-
validation setting was enabled in Admin Console.

e Addressed an issue where Custom Web Publishing would return an error while performing a find request
if the request contained an invalid invisible character.



Addressed an issue in FileMaker WebDirect where the OnObjectSave script trigger attached to a pop-up
menu with a value list could cause an infinite loop.

Addressed an issue where, if the status toolbar was hidden when a FileMaker WebDirect solution was
opened, the status toolbar flickered.

Addressed an issue in FileMaker Server Admin Console related to how panes resize when the browser
window is resized.

Who should use this software?

Use this software if you have any of the configurations listed below.

Platform | Product Version Use This Software Languages

Windows | FileMaker Server 13 13.0v4

FileMaker Server 13.0v5 updater for
Windows English
French

OS X

FileMaker Server 13.0v5 updater for

i 13.0v4
FileMaker Server 13 oS X

Updater Instructions

Windows Updater Instructions (Windows 7, Windows 8, Windows Server 2008 R2 SP1,
Windows Server 2012)

To ensure a smooth update, disable virus detection software before applying the update, and re-enable it after
you are finished. You may be prompted to insert your original installation CD or locate the original installation
software during the update process.

Before running the updater

onphwNPE

Disconnect all clients and close all files.

In FileMaker Server Admin Console, stop Web Publishing and the Database Server.
Quit FileMaker Server Admin Console and the Start Page, if they are running.

In the Windows Services Console, select Services (Local).

Select the FileMaker Server service, then choose Action menu > Stop.

Quit web browsers before applying the update.

Note: For a two-machine deployment, stop all FileMaker Server services on both machines. Then run the
updater on the worker machine first, followed by the master machine.

Install the new software

1.

See FileMaker Server 13 Getting Started Guide, chapter 6, “Upgrading or moving an existing
installation,” for detailed instructions on upgrading FileMaker Server.

Double-click Setup.exe. (Note: Do not run FileMakerServerl3v5Update.msp.)

Read the license agreement. If you agree to the terms, click Update and proceed as directed.

After the update has completed, you will see a message confirming the successful update to the new
version. Click Finish to quit the updater.

Restart the machine.

Verify the version has been updated:

a. Open the FileMaker Server 13 Admin Console Start Page.

b. Under Software Update, the Current Installed Version should now start with 13.0.5.

If, after following the steps above, you are still unable to update to FileMaker Server 13.0v5, contact FileMaker
Customer Support for assistance: http://www.filemaker.com/cs.



http://www.filemaker.com/cs

OS X Updater Instructions (OS X 10.8, OS X 10.9, and OS X 10.10)

To ensure a smooth update, disable virus detection software before applying the update, and re-enable it after
you are finished.

Before running the updater

1. Disconnect all clients and close all files.
2. In FileMaker Server Admin Console, stop Web Publishing and the Database Server.
3. Quit FileMaker Server Admin Console and the Start Page, if they are running.

Note: For a two-machine deployment, stop all FileMaker Server services on both machines. Then run the
updater on the worker machine first, followed by the master machine.

Install the new software

1. Double-click the FileMaker Server 13 v5 Update.

2. Read the license agreement. If you agree to the terms, click Update, and then proceed as directed.
After the update has completed, you will see a message confirming the successful installation of the
new version.

3. Click Finish to quit the updater when completed.

4. Restart the machine.

5. Verify the version has been updated:

a. Open the FileMaker Server 13 Admin Console Start Page.
b. Under Software Update, the Current Installed Version should now start with 13.0.5.

If, after following the steps above, you are still unable to update to FileMaker Server 13.0v5, contact FileMaker
Customer Support for assistance: http://www.filemaker.com/cs.
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